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What are your thoughts on...

* European collaboration on security awareness?

 What kind of collaboration?
e Service model?
* Sharing materials, best practices?

 Would you be interested?
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Security Awareness?

Security Awareness Training

Polic_ies""-




Phishing

Subject: Warning: Re-confirm
From: RUG WebMail Service

Date: 11/27/2013 10:27 AM
To: undisclosed-recipients: ;

% university of
A groningen

geen rugmailadres |

niet aan u gericht |

pear University of Groningen Cu

Your Rug Webmail need re-confirm

You have less than 24hrs to click re|

Re-confirm -

geen beveiliging
e N

/

r
T
=
=3
(2]
N
o
-

0, Oraclgf@nd/orits a

g © g/ anhogescho.. 0O« C | €5 Geef je gebruikersnaam ... X

=

2

-

(o]
p— o Arsbem on Wiymeges @.o
Meld je 2an met je HANaccount om verder te gaan.

Sign in with your HANaccoust to continue.
Voer jo password in / Please enter your password

I

Password:

I
—TET.

Is dit wel een site van de HAN?
Password vergeten? / Forgot your password?

Dere loginpagina worde v
Mobuwle apparaten worden Merdosr beter ondersteund

. CFAQ

The most
believable
phishing

pages

Trick users

45%

of the time

Average
phishing
pages

Trick users

14%

of the time

@<

The most
obviously
scammy
phishing
pages

Trick users

3%

of the time

Image by
Google




Security Awareness?

* Most awareness programs have had little impact because they
were never designed to.

* Awareness is another control.

* Long term program — lifecycle.

* Not just prevention — detection and response.

* Not just about clicking on links.
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Security Awareness
Maturity Model
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Program

designed to meet

specific

compliance or

audit

requirements
Develop
training to
meet
requirements
Deploy

v security
awareness
training

v Track who
completes
training, and
when
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Program identifies training

topics that support the

organization’s mission and

focuses on those key points

How to get there:

/ Identify stakeholders

- Create a baseline

/ Create a project charter

v Management reviewed
charter

v Establish steering committee

/ Identify target audience -

WHO

/ Identify WHAT you will
communicate

v Identify HOW you will

communicate

/' Create execution plan

v Management review
execution plan
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Long-Term
Sustainment

-

Program has processes and

resources in place for a long-

term life cycle (including

annual review and update)

- ldentify when you will
review program

- Identify new/changing
technologies, threats,
requirements, compliance
standards

- Assess security awareness
level and compare to
baseline

v Collect feedback from staff

v/ Review topics & identify if
topics need to be refreshed

/ Identify learning objectives
for topics

v/ Review communication
vehicles

/ Review and update budget
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Metrics

Framework

Program has
metrics
framework to
track progress
and impact

Identify
metrics that
relate to
business
outcomes
Document
how and when
to measure
metrics
Identify who
to
communicate
to, how and
when
Execute
metrics
measurement
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Developed and shared by Karyn McPhee






What is Cybersave Yourself?

. Cybersave Yourself is a service for the SURFnet constituency that allows
institutions to set up their own awareness programme on security and
privacy

. Service is aimed at those (security officer, communications) who are
responsible for an awareness programme and provides tools and ideas

. The main platforms are a toolkit (wiki) where everything can be
downloaded and a website that provides content for the end-user

. We have a advisory committee with members from our constituency

. Supports community interaction through wiki and mailing list @



Principles of Cybersave Yourself

Flexible and open

Free of rights (for our constituency)
Modular

Bilingual

Community platform

@



Concept

Approach
. Key approach: digital insecurity is ‘more likely than you think’
. Aim is to make people aware of risks in different ways and empower them

Concept

. The concept is to introduce new non-existing words

. Each word combines a risk or threat with a person or situation
. Such a word attracts attention and makes people curious/think

Making people aware of risks means:

. Be aware of where you are or who you are with (public spaces)
. Technical knowhow is not necessary (it can be easy)

. Motives can be diverse, from financial gains to bullying

. In short: it can happen to everyone




Flexibility

Different ways to use
. Ready to go
. Modify what you like (e.g. logo)
. In Dutch and English

Different tools
. Posters, flyers, screen images, coffee
cups, webcam covers, etc.

. Games, tests, animations, e-learning
. Manuals, Howto’s, best practices










Privacy awareness
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CSY goes mternational?




What are your thoughts on...

* European collaboration on security awareness?

 What kind of collaboration?
e Service model?
* Sharing materials, best practices?

 Would you be interested?




My thoughts...

* Translate CSY to other languages and develop
together, perhaps in GEANT?

* Develop vanilla materials in GEANT and
distribute amongst NRENs

e Central sharing repository for inspiration




Thank you

@ albert.hankel@surfnet.nl mET




