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GEANT
BRING THE CLOUD TO THE GROUND

Making cloud services accessible: easy and safe to use
through pan-European collaboration and agreements
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Together,
we have the

GEANT

40 European GEANT membership ..
National Research and Education Networks (NRENs) ™= |

Collaborate in their European association GEANT: -
Network, Identity Management, Clouds e ¥ |

Deliver to 10.000 organisations with 50 million users
Collective hybrid multi-cloud approach, build and buy
Public clouds: procure from commercial suppliers
Community clouds: develop and operate sector e

specific solutions

One digital single market, with many cloud services b



50 million students,
researchers and staff,
who want to use the best
online services.




Most of those services
‘live in the cloud’

Do not run locally on campus.

Cloud is an essential foundation.




Cloud adoption obstacles and concerns

Lack of control and

Security and privac
Y P Y management tools

Performance &

reliability Cost unpredictability

Internal expertise Technical integration

Vendor and contract
management

Vendor lock-in, data
portability and
interoperability




Do we have a choice?
Suppliers cloud focus: all-in



by  DinaBass http://www.bloomberg.com/news/articles/2016-06-02/microsoft-board-
¥ dinabass mulls-sales-force-revamp-to-speed-shift-to-cloud

Microsoft Board Mulls Sales| |, ... ...
Force Revamp to Speed Shift
to Cloud

Board members at Microsoft Corp. are grappling with a growing concern: that the

company's traditional software business, which makes up the majority of its sales, could
evaporate in a matter of years -- and Chairman John Thompson is pushing for a more

aggressive shift into newer cloud-based products.

Thompson said he and the board are pleased with a push by Chief Executive Officer
Satya Nadella to make more money from software and services delivered over the
internet, but want it to move much faster. They’re considering ideas like increasing

spending, overhauling the sales force and managing partnerships differently to step up

the pace.

The cloud growth isn’t merely nice to
have -- it’s critical against the backdrop
of declining demand for what’s known
as on-premise software programs, the
more traditional approach that involves
installing software on a company’s own
computers and networks. No one “ .
knows exactly how quickly sales of O n- p remise SOftwa re
those legacy offerings will drop off, business could evaporate

B John Thompson Thompson said, but it’s "inevitable that in a matter Of years”

part of our business will be under

continued pressure.”



Major Microsoft Reorganization Shifts Focus to the Cloud

Dana E Neuts, Subscription sider «  Apnl 2, 2018

W 0 comments

T.'. Busisess Operations & (T Industry & Product Ansouncements Busness (828

Move over Windows, the cloud is taking over.

Sowrce. Microsoft

In a memo to employees last Thursday, Microsoft (NASDAQ:
MSFT) CEO Satya Nadella announced a major company
reorganization that includes the formation of two new
engineering teams: Expernences & Devices to be led by Rajesh Jha
and Cioud + Al Platform to be led by Scott Guthrie. The
reorganization shifts the company's focus away from the
Windows operating system and onto the company’s strongest
business units, office productivity software, artificial intelligence
and cloud technology. This is the biggest reorganization at
Microsoft since Nadelia became CEO In 2014, according to The
Seattle Times.

'‘Over the past year, we have shared our vision for how the
intelligent cloud and intelligent edge will shape the next phase of
innovation, First, computing is more powerful and ubiquitous from
the cloud 1o the edge. Second, Al capabilities are rapidly

advancing across perception and cognition fueled by data and knowledge of the world. Third, physical and virtual worlds
are coming together to create richer expenences that understand the context surrounding people, the things they use, the

places they go, and their activities and relationships,” wrote Nadella in the employee memo.

https://www.subscriptioninsider.com/news
/major-microsoft-reorganization-shifts-
focus-to-the-cloud-5970-1.html



CLOUD SERVICES

Users are choosers

What do we

from others

INTEGRATE with our infrastructure

-/
- ourselves

HYy brid multl-clowd



EU spending on clouds _ S1DC
44 8 €Bn
2013: 2.8 billion euro (2.6% of total IT spending)

2015: 5.9 billion euro (4.5% of total IT spending)

2020: 44.8 billion euro (10.8% of total IT spending)

Baseline Forecast 2020

5%

2020 Spend

"SMEs  * Large companies - Government mSaaS mPaaS +laaS  Private Cloud - laaS only



GEANT

BRINGING THE CLOUD TO THE GROUND

<
BROKER BUILD
Agreements with community clouds

commercial suppliers offerings



GEANT )
Networks - Services - People
PREPARATION
USER &

ORGANISATIONAL
REQUIREMENTS

SOURCING DECISION
(on-premise,
community cloud,

public cloud)
EXECUTION
INTEGRATION USER & WORKLOAD
network- & [dM s VIANAGEMENT
connection, COST CONTROL

multi-cloud portal




Scale of cloud providers hinders strategic cooperation .'It executive

-

Despite the great importance of the
public cloud for large Dutch
organizations, there is only a limited
interaction with major suppliers.

The large scale and international
orientation of these suppliers prevents
such a partnership.

As the public cloud becomes a more important part of the business,
the need for agreements with suppliers about liability, security, innovation and roadmaps increases.

Virtually all organizations use the public cloud or consider doing this.

Benefits are widely recognized. Think of a large degree of scalability, time-to-market, agility, integration, flexibility, speed, lower tco,
robustness, redundancy, safety, always technically up to date, management and ease of use. The IT function is therefore better able
to focus on the business and company distinctive features. Moreover, the cloud has a direct or indirect positive influence on
employee satisfaction and involvement.

Hybrid cloud prevails

Organizations often use the cloud on the basis of a hybrid model: a part in their own data center or co-location, a part private and
part public. The percentage distribution differs greatly. This depends on the type of workload, costs and other needs.
https://itexecutive.nl/data-en-digitaal/schaalgrootte-cloudaanbieders-staat-strategische-samenwerking-in-de-weg/?mc_cid=8c8bd54625&mc_eid=780fa142f1



Supplier analysis matrix

HIGH

A

Level of COMMUNITY interaction

LOW PRODUCT capabilities for Research and Education

HIGH

15



Benefits of the pan-European GEANT framework agreements

Ready-to-use agreements
which comply with EU
data protection law,
including GDPR

Discounted prices
for all institutions,
large and small

DIGITAL SINGLE MARKET

Digital Economy & Society

0 > Resuits of the GEANT tender for Infrastructure a8 & Service solutions

The strategy Economy Society Access & connectivity Research & innovation

DG CONNECT

DG CONNECT Results of the GEANT tender for
Who we are

Infrastructure as a Service solutions
Advisors JE—
Events

Funding Opportunities Europe's leading collaboration on e-

Invoice billing, no credit card needed,
accommodating capital expenditure
through upfront commitments

Transfer existing
educational
licenses to the
cloud

Sign your
contract
under
local law

Reduced traffic costs,
through suppliers’
connections to the
GEANT network

Single sign-on
support (SAML2)

Newsletters
Consultations

Blog

Discussions

CoP for Better self- and co-

regulation
Broadband Eurcpe
ICT4S50ciety
Students at ICT 2015
Discussion Forums

E-Infrastructures for You

Infrastructure and services for research and
education GEANT, conducted a Pan-
European tender to allow Research and
Education institutions to consume the doud
In a safe, easy and predictable way.

The tender for 36 countries aimed to allow
Research and Education institutions

to consume the cloud in a safe, easy and
predictable way, where services meet European
and national regulations, have attractive pricing,
networks and identity management capabliities al
and transparent manner.

divective

This demand aggregation in GEANT, of the NREN
10,000 participating institutions, creates a substa
to SO0 million euro willl be channeled through the

four years

2014/24/EU

Proauremew’c

EU institutions can buy the offerings directly

There is no need to run your own tender



GEANT cloud catalogue, laaS offerings

WS l . =" Microsoft
\_,/‘7 dlmenggig “‘ Micro;oft Azure

Amazon Web Services

via resellers I . &
— vancis
CIoudSigmas @7 k p n _ interouqu
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Austria

Belgium

Croatia

Cyprus

Czech Republic

Denmark

Finland

Germany

Ireland

Lithuania

Luxembourg

Paris | UKRAINE Netherlands

Norway

FRANCE

Portugal

Spain

Sweden

TURKEY _
Switzerland

United Kingdom




Containers as a Service (Caas)

Docker Clowd, Amazon ECS
FUNCTIONS, FUNCTIONS, FUNCTIONS,

APPLICATIONS APPLICATIONS APPLICATIONS Functlon as a Service (Faas), Serverless
AWS Lambda, qoogLe Cloud Functions,

Azure functions

OPERATING OPERATING OPERATING
SYSTEM SYSTEM SYSTEM

HARDWARE HARDWARE HARDWARE

CLASSIC MODEL VIRTUAL MACHINES CONTAINERS, micro-applications
SERVERLESS, micro-functions

- Provided by vendor
Rehosting: Lift-and-shift; replicate in-house apps in the cloud without re-design.
- Managed by customer Re-platforming: do not change the core of the application but optimise
Repurchasing: move to a new product (from in-house to SaaS)
Re-architecting: develop from the ground up
Retire: sunset the service
Retain: do nothing




Risk classification for sourcing decisions

LOW RISK MEDIUM RISK

Personally Identifiable data
Data is not generally available
to the public

Data for public use

Loss of confidentiality,
integrity, or availability of the
data or system has no
significant impact

Loss of of the data or system
could have a mildly adverse
impact

HIGH RISK

Sensitive
(Personally Identifiable) data

Loss of the data or system
could have a significant
adverse impact on our
mission, safety, finances or
reputation.

On-premise In country In EU + EEA Anywhere,
Datatype (at the institute) In non-EU non-EEA
Y Y Y Y

public

unrestricted Y Y Y Y

restricted Y Y Y N

confidential Y Y Y, but onlyin N
community cloud

secret Y Y Y, but onlyin N

community cloud

<data type>

Confidentiality (1 - Open, 2 - Restricted, 3 - Confidential)
Can data be accessed publicly without special access rights (user credentials)?

If not, does the data considered contain:

data related to research projects shared with the project participants

financial data (e.g. budget planning, accounting reports)

personal identifiable data
(e.g. customer data, employee data, mail, accounting data, disciplinary matters, qualifications...)

sensitive personal data
(e.g. physical or mental health data, ethnic, political, ...)

Data related to corporate secrets
(e.g. formulas, procedure descriptions, contracts, finance, exam questions...)

Is the data confidentiality directly associated with mission-critical business process, legal
requirements or contractual obligations to the users?

Integrity (1 - Low, 2 - Medium, 3 - High)

If the data is considered primary or unique:

can it be recollected/reproduced identically with acceptable cost or reputation loss?

If the data is NOT considered primary or unique (secondary data):

can it be restored identically with no or low cost or reputation loss (e.g. backup data)?

can it be restored identically with acceptable cost or reputation loss
(e.g. recalculating primary data)?

Can data changes or destruction be promptly/automatically detected?

Is the data integrity directly associated with mission-critical business process, legal requirements or
contractual obligations to the users?

Accessibility (1 - Low, 2 - Medium, 3 - High)

Is data processed permanently in real-time, so the maximum down-time must count in seconds or
minutes (i.e. log archiving)?

If not, is data processed occasionally:

periodically in fixed intervals (e.g. hourly, daily, monthly) or on scheduled dates (e.g. 3:00a.m.,
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Nieuwe Upload Uitnodiging Mijn bestanden Help Over Afmeiden

Welkom Andres Steijaert JOWN: 30147 fles (14.78 T8) |1.6.1 HTML S

Upload

Aan: clouds@geant.org Voer &én of meer e-

mailadressen in
Van: andres.steijaert@surfnet.nl

Stel een
Onderwerp: Cloud files vervaldatum in
(Optioneel) Selecteer een
. -
Bericht: (Optioneel) bestand

Selecteer Verzend

Vervaldatum: 16-06-2018

Selecteer een
bestand om te
uploaden:

Choose file No file chosen

Ik ga akkoord met de bepalingen en voorwaarden van
deze dienst. [Toon/Verberg]

Algemene voorwaarden




-~ - i‘_t -

$2 Dropbox %

+ [lextcloud

»
- > '

>

g



WebRTC
open standard

RuUNnS Ln browser
(no client to tnstall)

Up to 4K video
GU/LRLL’CH

'll'l||||
CISCO.

DeHIp

200m

Features
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. D
Advanced pan-European backbone | ;
network connecting National Research - r— Private peertngs
and Education Networks (NRENSs) v Microsoft
across Europe ‘ Expressroute
More than 50,000 km in length.

AL AWS

) “]‘ pirectConnect
DATA VOLUME AR e | o
Over 1000 terabytes of data are L N
transferred every day
CONNECTING CLOUD PROVIDERS [[
TO THE GEANT & NRENs’ NETWORKS, — T
THROUGH PRIVATE PEERINGS o \ o

- ! cY




N
eduGAIN interconnects 2 - ~ |
identity federations around the world “ e u \ ' %

Using SAML2
protocol

Over 40 federations

worldwide support more than

1,500 Identity Providers and
1,000 Service Providers.



The ability to control and move virtual
machine workloads across different
suppliers.

Centralised metering, alerts, billing,
usage caps, cost control, reporting
and workload optimisation.
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servers  Server frpi007

Powered Off
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Force Power Down YW
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Unmount 50
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Server was decommissioned

Console access requested by Frank Pinxt

vmdk path of disk "Hard disk 1' changed to
[CloudServices_092_0951] frpi007/frpi007.vmdk'
Datastore of disk "Hard disk 1' changed to
‘CloudServices_092_0951°

Server record created by a provisioning job

Q

Job

@ Delete Server
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v
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8 provision Server

Job 669931
v
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Delivery channel
Manage the portfolio
Guide suppliers, NRENs and institutions

contract / provider management

Community: 150 NREN service delivery staff
Service catalogue, contract repository
Website, newsletter, videos

Use cases and article

Weekly cloud VC meetings

Webinar and workshops, also for institutions
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ONLINE SERVICES DEVELOPMENT & DELIVERY
GN4-3 WP4
2019 - 2022

—— .
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A balanced delivery between
community clouds and
public (commercial) clouds

a larger portfolio,
through tenders and contracts.

more joint service development

on video conferencing

and NRENs sharing and scaling-up
national clouds to a pan-European level.

Educational services

Research services

Connect cloud providers to the network and
Identity Management systems




NRENSs support institutions
with the full-service
delivery lifecycle

From cloud strategy and sourcing
decisions to service contracting,
implementation

and service management




Make consumption easier

Evolve the current cloud catalogue
and ‘building block’ delivery approach

into a ready-to-use cloud marketplace,
which offers institutions

a one-stop shop

for comparing, selecting, buying and
rating cloud services.




consortium partners

DQ ZAA
@)\ GEANT iH.EFI\

GGGGG

Open Clouds
for Research
Environments

El|

37



OCRE will drive adoption of digital services
and close the gap between the supply and demand sides




Two distinct service types
in one delivery ecosystem

OCRE aims to remove barriers that are currently hampering a large-scale adoption of these services..' *

’.4‘ .1 o..-"/-' . - > . “..‘

() Open Clouds
for Research
Environments



E

Open Clouds
for Research
Environments

H

LIX
BULA

THESCIENCECLOUD

G'ANTQ

CLOUD FRAMEWORK

Building on two delivery vehicles

40



Open Clouds
for Research
Environments

In response to EC call INFRAEOSC-01-2018 Q.ﬁ -
Access to Commercial Services through the EOSC-hub’
Part of the European Open Science Cloud, OCRE has proposed to

Investigate the European research community's needs and aggregate demand.

Run a pan-European call for competition (tender),
to select service providers who meet the requirements.

Validate suppliers' technical readiness through a test-suite.

Facilitate suppliers to list their services in the EOSC-hub Service Catalogue
and enable federated access to these services,

Stimulate adoption by the research community, who can consume and use through different
models:
Buy as an individual organisation or through a buyers group of institutions aggregating demand
Benefit from adoption funds available in the project. OCRE will manage the adoption funds and
buy resources from the selected suppliers (OCRE will act as customer) and make cloud resources
available to research users, individual institutions and buyer groups in a number of adoption
waves and including a voucher model.

Offer a business management platform, with a consumption and usage dashboard,

Manage the offerings and track the usage for the 2019 — 2021 project duration.

41



Europe

Largest producer of research data in the world.
But IT infrastructure is insufficient
and too fragmented.

Which leads to an underutilisation of big data.
EC wants to strengthen and interconnect
research IT infrastructure,
through the European Open Science Cloud.

b 4




NRENSs as cloud competency centers

G ’(A>NTQ "~ DELIVERY and ADOPTION

Support institutions to use cloud services.
Organise meetings, workshops, cloud strategy,
data and risk classification, cost benchmarking,

license management and technical migration support.

Networks - Services - People

AGGREGATE EXPERTISE & DEMAND
Collective cloud requirements
Hybrid, multi-cloud development and delivery

GEANT cloud activity



Networks -+ Services « People

Service Development: Cloud Offerings
Task Leader: Dan Still — NORDUnet (CSC)

Aggregate and scale-up capable national service offerings to a pan-European level.
Help NRENs identify services suitable for joint offers
Support and coordinate development efforts which establish such pan-European
services, with NRENs pooling resources and collaborating on the delivery.

Connect commercial and community service offerings to the GEANT and NRENs
infrastructures, including:

Network peerings and connections

Trust and identity systems

Multi-cloud management capabilities

Collaborate with the SIG-MSP and SIG-CISS communities

Team:
CESNET, GARR, GRNET, KIFU, NORDUNET, PSNC, RENATER, SURFNET



Why to offer community clouds?
What problem do we solve?
For whom? (who are our users)

P o @ L



How do we differentiate ourselves from commercial providers?
Unique value?
‘Unfair advantage’?

P o @ L



CLOUD, SWOT~




Which (types of) community clouds services
would be useful to offer?

Which service would be best to start with (‘low hanging fruit’)

™ L



How could your organisation contribute,
in terms of expertise and cloud resources.

P o @ L



Towards the clouds
together

andres@surfnet.nl

https://clouds.geant.org




