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CARNET Infrastructure
• Private network of Croatian academic, 

scientific and research community, as 
well as of institutions of elementary and 
high school educational system

• Ministry of Science and Education
• Ministry of Health
• Ministry of Demography, Families, 

Youth and Social Politics
• Ministry of Environmental Protection 

and Energy
• Croatian Pension Insurance Institute

Overall more than 5000 connected locations



Why we automate?
• Number of connected end-sites: ~5.000
• Growth in connected locations in last 5 years: 25-30% (upgrade from 

ADSL to optical connectivity, e-Gov, e-Schools)
• E-school project (~1.200 LAN; 30.000 AP+switch)
• National services: DNS, Content filtering for schools, School LAN,
• E-government private network (L3/L2 VPNs)
• Lack of engineers
• Repeatable tasks script it
• Multiple vendor equipment (specific knowledge)



• Developed internally by
CARNET

• Mix of Open Source tools
adopted for day-to-day NOC 
service

NOC portal/Tools



• Configuration for dummies
• Multi vendor environment
• Clear and easy to debug configuration
• Flawless
• Plug and play – faster deployment of

CPE devices

• Auto-import info Network monitoring 
application

• Auto-inventory serial number
management

• MegaConf

Example 1: CPE auto-config



Example 2: Tools using Netflow as a trigger
• DDoS mitigation

• Real-time Black-hole (protection against volumetric attacks)
• Black wall – blacklisting of malware sites

• High traffic via Content Filtering for schools



Example 3: Equipment inventory and IPv4/IPv6 
managment

Connected
institutions Equipment Address

space
On site 
contact



E-school LAN managment

• Private cloud network services:
• Wi-Fi network, UTM, Content filtering

• Multi-tenancy –> for administration/support on each school
• Network monitoring and provisioning through API

• School admin perspective -> vendor agnostic
• Adjusted based on specific needs and based on pilot phase 

lessons learned – use cases (SIMPLICITY, 1 VIEW OF LAN)
• Network visibility – client, user, application
• Analytics, reporting – correlating all available information

BIGGEST CHALLENGE 
FOR 2020
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