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Ove rview

* Several tools reporting the status of the eduGAIN metadata:
* Quality of the metadata (contacts, urls, etc)
® Connection status of SPs and IdPs
* Entity attributes
* Attribute checks (live interaction)
* Current tools (mostly relying on the eduGAIN metadata itself)
®* CoCo monitor
® ECCS (eduGAIN Connectivity Check Service)
* Status intake is considered lackluster:
* Data is not always readily available
* Somewhat tedious to “sift” through the data
* No automated notifications / No historical data
* Proposal: make a nice presentation / notifications / historic
data available
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Feature design
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Feature design principles

* Nudging:
e convenient presentation, appeal to competitive spirit/OCD
* Data source
* Primary: eduGAIN Technical Database
e Secondary: inference (software guess by binding)
* No active checks at this point

S . Issue type Requirement Points
. - | -based
CO rl n g ette r a S e Major Missing signing or encryption certificate -10
ot I SS u e We | g hts Minor Registration attributes missing or wrong -5
1 CoCo declared but attributes are missin
e Daily cycles ’
SIRTFI declared but attributes are missing
A++ A+ A B Cc D E F
Improvement Missing display or organisational data -1
>70 70-61 60-51 50-41 40-31 30-21 20-11 <11
No English language support
Score Calculation Visibility Wrongly configured server or certificates
Entity Requirements measurement EntityOp only their own score Bonus Claiming of CoCo +50
FedOp all Federation members
duGAIN Op all _—
edu pe Claiming of SIRTFI
Federation > Entity Score / number of entities EntityOp/FedOp only their own score
eduGAIN Op all Claiming of R&S




RUST&IDENTITY {

INCUBATOR =
@A collaborative effort

e Stakeholder Interviews
* Lukas, Thomas, Tomasz, Davide, Nicole, etc.
*  Well over a dozen interviews
* Input collected:
® Various requests for visualizations / metrics
* Involve federation operators
* Stick with the “official” data (eduGAIN db)
* Separation of monitoring (including notification) and visualization
* Standing on the shoulders of / collaboration with eduGAIN Ops
* Collaboration with Product Marketing & Management (Karl/Andrea)

www.geant.org
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Feature tour
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Feature Tour / eduGAIN highlights

eduGAIN Overview

CoCo vi Platform ECCS

I ECCSErrors M ECCS OK ECCS status unknown
I ECCS Wan S No ECCS

CoCo status unknown B Microsoft ADFS openAthens Shibholeth
B SimpleSAMLphp [EEEEEE unknown

I CoCo present with errors
No CoCo

Check Count Check Count Check Count
CoCo present with errors 34 Microsoft ADFS 272 ECCS Errors 395
CoCo status unknown 3181 openAthens 103 ECCS OK; 2709
No CoCo 4212 Shibboleth 5271 ECCS status unknown 3587
SimpleSAMLphp 1016 ECCS Warnings 732

unknown 438 No ECCS 5




Feature Tour / eduGAIN metadata issue summary
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Feature Tour / eduGAIN entity attribute aggregates

reliance

www.geant.org

Entity Attributes

Show/Hide list v
R&S (support), http://macedir.org/entity- . g . — : i
category-support http://refeds.org/category/research-and-scholarship 1051 (History)
R&S, http://macedir.org/entity-category http://refeds.org/category/research-and-scholarship 264 1N (History)
HfD, http.//macedir.org/entity-category http://refeds.org/category/hide-from-discovery 163 N (History)
CoC (support), http://macedir.org/entity- http:/Z/www.geant.net/uri/dataprotection-code-of- !
category-support conduct/vi 486 sz g
CoC, http://macedir.org/entity-category http:/Z/www.geant.net/uri/dataprotection-code-of- 194 (History)

conduct/vi1

assurance-certification https./refeds.org/sirtfi 0 (History)
http://aai.dfn.de/loa/degree-of-reliance advanced 20 R (History)
http://aai.dfn.de/loa/degree-of-reliance basic 29 | (History)
http://aai.dfn.de/require-loa/degree-of- :
reliance advanced 33 1 (History)
http://aai.dfn.de/require-loa/degree-of- basic 108 W (History)




Feature Tour - Entity Attribute historic trends

Number of Enti

1047

1046

1045




Feature Tour - Issues grouped by federation

Offending Entities
Federation Entity Measured value Last Check
AAF [IdP] Murdoch University 2021-02-09
https://idp.murdoch.edu.au/idp/shibboleth (show entity statistics) 04:00:08
AAIEDUMK [IdP] Ministry for education and science in Macedonia 2021-02-09
https://idp.schools.mk/idp/shibboleth (show entity statistics) 04:00:10
ACONET [Unknown] Bundesministerium flr Bildung, Wissenschaft, Forschung 2021-02-09
http://adfs.noc-science.at/adfs/services/trust (show entity statistics) 04:00:11
ACONET [IldP] Naturhistorisches Museum Wien (NHM) 2021-02-09
https://nhm-eduid.nhm-wien.ac.at/idp/shibboleth (show entity statistics) 04:00:11
ARNAAI [ldP] DZ e-Science GRID IDP 2021-02-09
https://idp.grid.arn.dz/idp/shibboleth (show entity statistics) 04:00:12
ARNAA [IdP] DZ e-Science MEDECINE IDP 2021-02-09
https://med-idp.arn.dz/idp/shibboleth (show entity statistics) 04:00:12
BELNET [IdP] CRA-W 2021-02-09
http://adfsvalid.bgda.cra.wallonie be/adfs/services/trust (show entity statistics) 04:00:15
BELNET [IdP] Hogeschool West-Vlaanderen 2021-02-09
https://idp.howest.be/idp/shibboleth (show entity statistics) 04:00:16
BELNET [IdP] Liege University - (ULiege / ULg) 2021-02-09
https:/idp-fed.uliege.be/simplesaml/saml2/idp/metadata.php (show entity statistics) 04:00:15
BELNET [Unknown] Universite de Mons (UMONS) 2021-02-09
https://adfs.umons.ac.be/adfs/services/trust (show entity statistics) 04:00:15
BELNET [IdP]1VIB 2021-02-09

http://sts1vib.be/adfs/services/trust (show entity statistics)

04:00:15



Feature Tour - federations grouped by issue

Federation

FEIDE (no)
Federation Overview

CAFE (br)
Federation Overview

EDUID-CZ (c2)
Federation Overview

MINGA (ec)
Federation Overview

PIONIER-ID (pl)
Federation Overview

RUNNET-AAI (ru)
Federation Overview

md:EmailAddress in md:ContactPerson element should start with mailto: prefix

3
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Feature Tour / Federation Overview

Federation

You can see the stats of your federation here, in comparison with eduGAIN as a whole. n 51 1333
i

Statistics for EDUID-HU federation

GoCo vi Platiorm ECCS

I CoCo present with errors CoCo status unknown Shibboleth | SimpleSAMLphp [ unknown I ECCS OK ECCS

No CoCo ‘ ‘

own [ ECCS Warnings

Check Count Check Count Check
CoCo present with errors 1 Shibboleth 61 ECCS OK;
CoCo status unknown 63 SimpleSAMLphp 42 ECCS status unknown

No CoCo 41 unknown 2 ECCS Warnings




Feature Tour / Federation comparison

This federation: 49.52%(eduGAIN avg: 16%)
52 53

mdui:UlInfo found but no mdui:Logo element The Lower The Better

This federation: 60.00%(eduGAIN avg: 43%)
63 42

CoCo status unknown The Lower The Better

This federation: 39.05%(eduGAIN avg: 57%)
41 64

No CoCo The Lower The Better

This federation: 0.95%(eduGAIN avg: 0%)

CoCo present with errors The Lower The Better
1 104

This federation: 21.90%(eduGAIN avg: 14%)

SIRTFI present The Higher The Better
23 NN 82

www.geant.org




Feature Tour / Federation comparison

This federation: 49.52%(eduGAIN avg: 16%)
52 53

mdui:UlInfo found but no mdui:Logo element The Lower The Better

This federation: 60.00%(eduGAIN avg: 43%)
63 42

CoCo status unknown The Lower The Better

This federation: 39.05%(eduGAIN avg: 57%)
41 64

No CoCo The Lower The Better

This federation: 0.95%(eduGAIN avg: 0%)

CoCo present with errors The Lower The Better
1 104

This federation: 21.90%(eduGAIN avg: 14%)

SIRTFI present The Higher The Better
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Feature Tour / Entity Change visualization

[IdP] Coleg Ceredigion 2021-02-09 AA) -
https://idp.ceredigion.ac.uk/shibboleth (show entity statistics) 04:03:24 5556
[IdP] University of Chester 2021-02-09 BB 42 (0)
https.//idp.chester.ac.uk/shibboleth (show entity statistics) 04:03:24 425

www.geant.org




Feature Tour / Entity Score

Here is the score and current status of this entity.

Check
Validation issue
CoCovi

SIRTFI

ECCS

Platform

Measured value Last Check

mdrpi:RegistrationPolicy not found (show measurement history)
No CoCo (show measurement history)

SIRTFI status unknown (show measurement history)

ECCS Errors (show measurement history)

Shibboleth (show measurement history)

www.geant.org




History of ECCS check for
Featu re TO ur / E ntity hitps://idp.chester.ac.uk/shibboleth

Measurement history Eeheuary 021

January 2021

December 2020




Feature Tour / User profile

First Name

Last Name

Federation
Ownership

Email
notifications

Mihaly

Héder

EDUID-HU
INCOMMON
SWAMID

CAF

IDEM
PIONIER-ID
SWITCHAAI
UK-FEDERATION

daily

user_input

user_input

admin
admin
admin
email_token
email_token
email_token
email_token
email_token

user_input

2020-
11-05
15:09:37
2020-
11-05
15:09:37
2020-
11-17
18:20:40
2020-
11-17
18:20:40
2020-
11-17
18:20:40
2020-
12-02
155026
2020-
12-02
15:50:26
2020-
12-02
155026
2020-
12-02
1550:26
2020-
12-02
15:50:26
2021-
01-21
14:22:32

Edit
Attribute

Edit
Attribute

(Read-
only
attribute)

Edit
Attribute




Feature Tour / Profile
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Email
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Feature Tour / Subscription

Claim Access to Federation DFN-AAL This will send an email to
edugain@dtn.de with an activation link.

Send token to fedop email: edugain@dfn.de . B 7 3
3 4

552 eduGAIN ABOUT GEANT SITEMAP
ai=ms Reporting —

geant.org eduGAIN Overview

cookies and policies Issue Overview

, < , disclaimer Warnings and Errors
GEANT ~

anti-slavery policy Federations




Feature Tour / Notificaiton granularity setting

Save these values

www.geant.org




Feature Tour / Notification emails

Last Measurement Current Measurement
https://idp.cardiff.ac.uk/shibboleth Old Score: 60 New Score: 52
ECCS ECCS OK; ECCS Warnings
https://idp.chester.ac.uk/shibboleth Old Score: 50 New Score: 42
ECCS ECCS OK; ECCS Errors
https://idp.southport-college.ac.uk/shibboleth Old Score: 55 New Score: 47
ECCS ECCS OK; ECCS Warnings
https:/login.library.dmu.ac.uk/oala/metadata Old Score: 55 New Score: 54
Validation issue (No measurement) mdui:UlInfo found but no mdui:Logo element
https://oala.aaschool.ac.uk/oala/metadata Old Score: 55 New Score: 47
ECCS ECCS OK; ECCS Errors
https://rcis.regents.ac.uk/openathens Old Score: (No score) New Score: 48
CoCov1 (No measurement) No CoCo
ECCS (No measurement) ECCS status unknown
SIRTFI (No measurement)  SIRTFI status unknown
Validation issue (No measurement) mdui:UlInfo found but no mdui:Logo element




Feature screencast!

https://edugain-reporting-beta.incubator.geant.org/

www.geant.org




Technical design
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Technical design principles

Goal: Long-term maintainability
« Simple, lightweight design
* Low entry for new developers
* Means: low-dependency LAMP app + python Tech DB
client
Goal: simple testing
* Means: tidy html code with IDs
Goal: long-term host of accounts
* Means: data design supports account linking
Goal: easy pdf export

* Means: all web pages can be generated without
header/footer/menu + wkhtml2pdf (or any renderer engine)

Goal: easy translations
* Means: fully featured translation engine

www.geant.org




Architecture

| eduGAIN Technical Database |
| python CLI client |
| (run daily by cron) |
| https://gitlab.geant.org/TI_Incubator

| /edugain-reporting-api-client |

o R P oY, +
|
e + |
| eduGAIN Reporting SQL DB R +
| (contains historical record)
| FESIU LTI L LIS +
e e L e + |
J§ |
(| v
|1
|1 | eduGAIN Reporting |
(! | (Web Service) |
|1 | https://gitlab.geant.org/TI_Incubator
|1 | /edugain-reporting-web |
|1 e S NS e e I R R e R S o e S S R S +
v
e e S S B S S S S S S o S +

&
| Cron Jobs:

| 1) run python client

| 2) run daily post+processing (produces historical data)
| 3) send daily emails

I

|

|

I

6 04 * * * /sopt/daily update.sh
6 06 * * * sopt/daily postproc.sh
6 08 * * * sopt/daily emails.sh

www.geant.org




Testing with Selenium / html tidy + ids pay off

e Server side: xdebug code evaluation tracker
* C(lient side: selenium test going through all screens

www.geant.org




Test suite screencast!

www.geant.org




Testing with Selenium / html tidy + ids pay off

30

self.
self.
self.
self.
self.
self.
self.
self.
self.

driver.
.find_element(By.ID, "go to edugain overview").click()
driver.
driver.
driver.
driver.
.find_element(By.ID, "link to ea stat 87").click()
driver.
driver.

driver

driver

set window size(1920, 1044)

find element(By.ID, "expand collapse button").click()
find_element(By.ID, "link to ea stat 76").click()
find_element(By.ID, "link to edugain overview.php").click()
find _element(By.ID, "expand collapse button").click()

find element(By.ID, "link to issues.php").click()
find element(By.ID,

"link list entity issues mdrpi%3ARegistrationPolicy+not+found").click()

self.
self.
self.
self.
self.

()

self.

driver.
.find_element(By.ID, "link to entity issue list.php").click()
driver.
driver.
driver.

driver

driver

find element(By.ID, "link to issues.php").click()

find _element(By.ID, "link to issue desc ECCS+Warnings").click()
find_element(By.ID, "link to federation list.php").click()
find element(By.ID, "link to federation details EDUID-HU").click

.find_element(By.ID, "link to entity https%3A%2F%2Faai.nytud.

hus2Fsimplesaml%2Fsaml2%2Fidp%2Fmetadata.php").click()

self.driver.find element(By.ID,

"link _to entity stat history https%3A%2F%2Faai.nytud.
hus2Fsimplesaml%2Fsaml2%2Fidp%2Fmetadata.php ct5").click()

self.driver.find element(By.CSS SELECTOR, "#link_to_profile_page > .divimg")
.click()
self.driver.find_element(By.ID, "link edit attribute first name").click()
self.driver.find_element(By.ID, "content").click()

self.driver.find element(By.ID, "submitbutton").send keys("Aladar")




Testing with Selenium / html tidy + ids pay off

1612655540.3609
1612655542.264 edugain-overview-php.txt
1612655544.5151
1612655545.9489
1612655547.9835
1612655549.3191

index-php.txt

ea-stat-php-ea-id-76.txt
edugain-overview-php.txt
ea-stat-php-ea-id-87.txt
issues-php.txt

1612655555.9961
1612655558.1156

1612655562.3378
1612655563.7573
1612655565.1349

1612655567.1721
1612655568.3535
1612655569.7468

1612655570.7036

1612655572.3763

1612655573.3879

1612655575.0689

1612655576.2268

issues-php.txt

entity-issue-list-php.txt
issue-desc-php-s-value-eccs-warnings.txt
federation-list-php.txt
federation-php-id-eduid-hu.txt

aai-profile-php.txt
aai-attr-edit-php-attrname-first-name. txt
aai-profile-php.txt
aai-attr-edit-php-attrname-first-name.txt

aai-profile-php.txt
aai-attr-edit-php-attrname-email-setting.txt

[ 1612655578.9298 aai-

1612655580.1028

aai-profile-php.txt
aai-attr-edit-php-attrname-email-setting, txt

1612655581.9218

N R T S

aai-profile-php.txt

## /var/www/html/edugain overview.php

array (
23 => 1,
25 => 1,
27 => 1,

)
#R: 3, 100.00%
#N: 0, 0.00%

CoOoO~NOOULE WN

NNNNNNNNNRERRRB BB B
ONOUMBEWNRPFERFOoODOVONOODULLE WN O

<?php

HESH SRR R R R R R R R

f

Copyright [2020] [Mihaly Héder]

"/~

Licensed under the Apache License, Ve
you may not use this file except in ¢
You may obtain a copy of the License

http://www.apache.org/licenses/LI(C

[N
Unless required by applicable law or Lﬁ
distributed under the License is dist
WITHOUT WARRANTIES OR CONDITIONS OF A
See the License for the specific lang
limitations under the License.

HoH o oH o oH K H W W R B R W

HHHHHHH R
include "init.php";
make header();
make stats();

make footer();



Testing with Selenium / html tidy + ids pay off

* Selenium selectors 90%+ ID-based, or “semantic”

meaning that future changes should not bother it
much

* php code coverage 90%+
* bonus: execution timing!

www.geant.org




0 Next steps (not for the incubator)

33

 Handover to eduTEAMS Ops

VM procurement (done)
Ansible deployment (in progress)

* User engagement
 Long-term ideas

TLS quality check

More evident visualizations in lists
Even more charts

enable regular pdf reports

db optimizations

more educational content

S
TRUST&HDENTITY\ R I
INCUBATOR<§>

www.geant.org



GEANT
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Thank you

Any questions?

www.geant.org
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