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GERTQ RARE project : Group focus

B cedproject One familiar platform

Europes
Commission

* Control plane software . .
* Programmable dataplane MUltlple solutions
* Interface them and the resultiis ... ‘

* Feature rich routing platform Each solution addresses |

* various hardware line rate L
* Flexible, DIY “hackable/extensible” router R&E
* Control plane independence

use case

www.geant.org




e Starting from early 2010:

e Starting from 2020:

* NOS emergence

Why RARE now?

* Dataplane solution reached maturity ready to implement production grade use case

2)DPDK

ARISTA ‘ el JuNIPEr

* Several valuable Open Source control plane usage besides well know commercial vendor
CIScOo

o £ V)OS o
ouag"g"“é’ 85[]N|[ f} FRRouting 'II\EET\ '

* Hypervisor Technology convergence kubernetes

Guagga
openstack
It’s a good time to tie Control Plane and Dataplane!

www.geant.org
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RARE use cases

Aggregation Backbone Backbone
CPE / SOHO PE /MAN LER/PE LSR/P

ACCESS W=5= AGGREGATION
Y » _ y 4 o M —~ - f\<j
T_flm{y College Dublin Universidade Federal QPSN( .) D RNP JlSC
[P i do Espirito Santo — \ D0l o nacionaL o GE AN‘I’
I UNIVERSIDAD DE I IHEAnet(Q ” ﬁlECN G/-}NOWEL[ 5 I I
27 | S\/ITCH
| KiFU by ¢ ” TEIN
:: —
MAN MAN Backt?one component
DC IXP (i.e. BGP RR)

IPv4 and IPv6 compliant!
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Anatomy of a typical R&E worldwide research project #1
Research project’s

' Instruments

High speed

’ Research & Education Network

Data processing

Eyeballs
computing center

www.geant.org



Anatomy of a typical R&E worldwide research project #2

CREN
UbuntuNet

Alliance

www.geant.org




RARE is for everyone

Routing (CP+DP) platform solution

* Open Platform
* Programmable

RARE for Research and Education connectivity '

* Emerging NREN
* Ornot..

RARE for content provider DCI
* l|aaS owned by NREN
* laaS owned by International Global Research project

RARE for end user institution
* Primary/Secondary schools
* University campus
*  MAN network for Regional network

RARE for International Global research project connectivity
* Network research
* Science research

Positive societal consequences!

www.geant.org




RARE latest news (Month 29 of 48)

* RARE p4 targets
m bmv2 software switch

intel)
sl Programmable Ethernet ASIC on WEDGE-BF100-32X

== under study

- -
2 FPGAs ]

* RARE p4 discussion emulation targets




RARE “target” development
Freerly

Freeplp

Common
message AP

P4Runtime
message API

Code / Algorithm
9 validation
(Learning reference)

Common
message API

-------------------------------

L4
Dataplane native
message API

Candidate dataplane

Freeplp

Common
message AP

BfRuntime
message API

BAREF‘OO}T
Code port
Hardware validation

(Core backbone use cases)

Freeplp

Common
message AP

padpdk
message API

--------------------------------

DPDK Code port
validation
(Access layer)




Freerlr

Common
message AP

-------------------------------

Dataplane native §

Candidate dataplane | rare.freertr.net architecture
| sdnl sdn2 sdn3 sdn4 sdn5 sdnX
dataplanes:

p4emu/dpdk, p4emu/libpcap, bmv2, tofino
maybe npl in the future, anything else? :)

‘.' '
ethernet with grpc E :
"cpu_header” 0 :

text<-->grpc < o

nothing@p4emu § g

socat iface:ens3 udp:127.0.0.1 s €
b3

packets human g :

in udp readable yo

text in tcp : !

ethO r ¥

freertr: router processes, mgmt, “server p4lang p4”, etc
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RARE testing framework : ~ 2300 features = 2300 tests

sy .
Pnpv«hplqu :uKL 55
| pi-skip 13 151 [
ferypi-skipld.l
[ t-5sh, st :HU\LE\;
ph-swipsl | :uhnr~~
Ccrypt-swipel2 15t [success
swipe3 ist Ik ]
-swiped 15t
swipells 1st \uyruxﬂ
SWipe06 st |[success]
ipel 17 ist .jxu\'(u,‘\\.
t swipels }ucfru
i;r}p( swipely st lsuccess
rypt-swipe 10 15t
r\ pl-swipe 1 .tst :‘\Il\.'l.'l.‘\\v
L‘ ypl-swipe ]2 15t _;\ucuc\-
wipe 3.1t SUCCESS
txucfta;
vpl-tls st .:\u-.'c-:n‘
pl-wireguard( | 1st ||success
erypt-wireguard02.8st | success
vpt-wireguard(3 g j-\u-.‘rrn
lerypt-wireguardd tst |su
(xr\;ar.-u ireguard0s sst |
kiemo0 1 st [success|
i' M :\lll.'l.'l.'\\
H|r|q|l»h;|ill.lxl |success.
[ P 3 :\Il\'n
},upl g jHuTr“
F1r|q|14|g|illlxl :wuch
im'.upl gpll3 st :\u\ttu
[ [success
[intopl-bgpd) [suceess
tm'.upl- gpO8 st

opl-bgply ts

:m:npl »hgpl 2 tst

[infopl-bgpld.tst [success

skip with shal

skip with shal56

skip with sha
ssh test
swipe over ipvd

SWI

SWipe ¢

swipe over loopback

swipe with des

swipe with bl

swipe with
swipe with acs128

v
sWipe
swipe with mds
swipe with shal

wipe with sha256
swipe with sha512
tls test
wireguard ov vd
wircguard over ipvh
wircguard over wireguard
wireguard over loopbac
wircguard over asymmetric poris
empty demo network
addressed demo network
interopl: ebgp
interopl: ibgp
interopl: bgp locpref
interopl: bgp origin

bgp metric
interopl: bgp community
ropl: bgp aspath

interop1: bgp with labels

{|[interopl: bgp addpath

ropl: » prefix withdraw
interop
interopl: bgp aut
teropl; bgp vpnvh

description wireguard over ipvé

addrouter rl

int serl ser - $la$ $1b3
I

vef def vl

rd 1:1

exit

int serl

vrf for vl

ipvd addr 1.1.1.1 25
ipvé addr 1234::1 ff
axit
erypto ipsec ipa

«255.255.0

5
13 4%

key EFwlrJEdqPGDgCROund fwMadafwgXnos PebMEPE0unM=NEvDVEQDiWDOppVE jEflix joRtyGASRE /Usd AkwKIS5s=

exit
int tunl

tunnel vrf vl

tunnel prot ips

tunnel mode wireguard
tunnel source serl

tunnel destination 1234::2
vef for vl

ipvd addr 2.2.2.1 255.255.255.0
ipvé addr 4321::1 fE€f:;
exit

addrouter r2

int serl ser - $1b% $las
I
vef def vl

rd 1:1

exit

int serl

vrf for vl

ipvd addr 1.1.1.2 255.255.255.0
ipvé addr 1234::2 ffffu:
exit
ceypto ipaec ips

key 6JhyvEPutQIDNLUpOPRDNQLEWLUNLUSI6PTI/ 1291 lwebOMapCaGVyqdf+vd BXGRfNSOMLYtkqziIDs riMeqRic=

exit
int tunl

tunnel vre vl

tunnel prot ips

tunnel mode wireguard
tunnel source serl

tunnel destination 1234111
vrf for vl

ipvd addr 2.2.2.2 255.255.255.0
ipvé addr 4321::2 fEEf::
exit

rl tping 100 5 2.2.2.2 /vef vl
r2 tping 100 5 2.2.2.1 /vrf vl
rl tping 100 $ 4321112 /vrf vl
r2 tping 100 5 4321111 Jvrf vl

WIREGUARD




RARE testing framework: Dataplane tests ~300 tests

Complete feature list
Iveel (et Hare ]
acl 012 copp v v (V)
acl 022 ingress access list v v L]
acl 03? egress access list v (V) L]
acl 04 nat v o v
acl 052 vlan ingress access list v V) L]
acl 062 vlan egress access list v V) L]
acl 07% bundle ingress access list v V) L]
acl 08? bundle egress access list v V) L]
acl 09? bundle vlan ingress access list o o v
acl 102 bundle vlan egress access list v V) L]
acl 12 bridge ingress access list v v L]

‘ And more features !

Please come @IRC #freertr and submit your idea!
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RARE validation designs:
P4 LAB network management via NMaaS@ !
(Network Management as a Service)

*
L 4

?
*P4 Testbad OOBM
VPLS ar EVPN

2
<
Q
Q
)
3,
o
q
?
v
1)
q
s,
0
M
w

European Testbed

Network Management as a Service:

NMaaS https://nmaas.eu www.geant.org
https://wiki.geant.org/display/NMAAS




P4 LAB network management via

(Network Ma
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Network Management as a Service:

https://nmaas.eu

https://wiki.geant.org/display/NMAAS
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Monitoring at node level! (Prometheus agent)

NS
I

“VICTORIA:
- METRICS =



Monitoring at node level! (Grafana dashboard)

‘IIIIIIIIII.

‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII..

“ 15 Grafana | o Grafana Products Open Source Learn Downloads My Account
|
| | Features Contribute Dashboards Plugins Download
|
|
] Product updates
| | Da S h boa rd S Sign up to receive occasional product news and updates
|
| Official & community built dashboards Sl
| :
Prometheus: «
|
' u Filter by
v n RARE/freeRouter - Link State IGP peers [ reachability & neighbor count
u Nama | Description
v summary oy fred Downlaads: 2
| L freeRouter t Roviews: 0
| | = pROMETHIUS & OTHER
VICTORIA . -
METRICS - A - _
] RARE/freeRouter - Routing / Computed - Redistributed ! Downloads: §
| Panal Type n = PROMETHEUS 5 OTHER Reviews: 0
u A -
|
| Category i RARE/freeRouter - Routing / Interfaces ! Downloads: 4
u Al - q = pROMETHEUS [ OTHER Raviews: 0
|
| | Collector
L | A . ﬁ RARE/freeRouter - Routing / Neighbors Downloads: 4
u ® PROMETHEUS & OTHER Reviews: 0
u Sart By
f "
Grafana -
u RARE/freeRouter - BFD states oy |
. . Downloads: 2
' Roviews: 0
u Share urnair fachhnarrie g PROMETIEVS P OTHER
L
@ L 4
EEEEEEEEER®
17 https://grafana.com/grafana/dashboards?search=freeRouter
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Key take-away — We are ready to roll into production

* Automated testing

* 3rd party testing via Spirent usage
e (thanks PSNC@WB team) .

* P4 profile calibration for sl only
« ©) DPDK currently in operation SOHO
* Production deployment

B «iF
‘ £/ ',’f;/,' _

RS

* Work in progress production deployment ,’ RI:NAl I:R

NECTING KNOWLEDG

18 www.geant.org



Let’s get practical ...
and present you

actual real life use cases !

www.geant.org



Practical use case #001 100GE DC network

Upstream Service Provider
Providing inter-DCI

(s
« g—

|
.\

|




Practical use case #001a ToR

e 2x100GE uplink toward LEAF nodes
« 30x100GE server blade connection - |d[gfe]-]c]ofr["

NETWORKS

* Each server powered by DPDK NIC WEDGE-100BF-32X

21 www.geant.org



Practical use case #001b BNG / Virtual Gateway DC o

 DPDK and P4 dataplane
= suitable for CAMPUS / EDGE BACKBONE router <§> APS Networks

* nx1GE, nx10GE, nx100GE BF-2556X-1T

CPU_PORT 64 and 66 must be
activ at&c on BIOS CPU_PORT64



Practical use case #001c LSR or SPINE router

* P4 dataplane fits perfectly pure LSR/SPINE router
 NNI: 4 directions with (8x100GE) bundle -[dgle[-[c]o[r]"

NETWORKS

WEDGE-100BF-32X
=,

\(\\e\
‘

“
.

E

N —

23
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Practical use case #001d LER or LEAF router

* P4 dataplane fits perfectly pure LER/LEAF use case
* NNI: EST/WEST direction @ (8x100GE) bundle -[dgle[-[c]o[r]"

NETWORKS

e UNI: 16x100GE left for end user connection! WEDGE-100BF-32X

R
_—
m—

N—

—

24
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Practical use case #001e high performance BGP RR

* Recycling old/new server?

° kubernetes cluster using BGP as CNI network plugin
» Taking advantage of server « huge » amount of RAM

* No need specific high performance dataplane
P

[ reerTr

25 www.geant.org




Practical use case #001f « small PE/L3 ToR »

|deal for aggregation
e 2x10GE or 2x100GE NIC server side
* 2x10g+48x1g or 1x100g+48x1/10g switch

26
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Practical use case #002 SOHO router

 DPDK flavor ideal for CPE
* nx1GE
* nXx10GE small MAN ideal for small campus

e Couple of 100GE (Depending on server generation)

27




eBGP peers b b4 %,

(4. U4 (S
* High resilient Packet core \\ /
« 2 direction @ 400Gb / 1,6 Thps PPN1

* User ports connection

e 24 ports left for 2x12 redundant Private peering

N
N
.\

—

e 1:3 ratio with redundant scenario

28 CS www.geant.org



Practical use case #xxx The sky is the limit

* Automation integration
* IXP with MPLS core

* ToR router combined to BGP aware network plugin
* Spine/Leaf DC router

* Global BGP monitoring for your entire BGP domain
* Global IGP guard for your entire IGP domain |
* BGP flowspec aware anti DDOS |
* AAA servers (TACACS, RADIUS) N N

N

We need YOUR creativity! Wa¢

29



Key take-away — Final words — RARE vision

* Open Network programming opportunity

e R&E small institution
* R&E global project (100GE is real, 400GE just landed)

* Opportunity to define Node/Flow Network Monitoring
* Scaling new NMS (horizontal scaling with K8s)
e Streaming Telemetry
* INT
=>» Rethink how Network Management is handled

* Opportunity to integrate existing automation initiatives
Instantaneous & Flexible
»  Network Services for the users! ...



) DPDK (intel)' <§’

APS Networks
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Useful links

* Project
freeRtr control plane’s home: freertr.net
more information on dataplanes: rare.freertr.net
Project members’ journey: blog.freertr.net
FreeRtr configuration guide: docs.freertr.net

N

» Contact ;

For daring RARE/freeRtr users: rare-users@|lists.geant.org "‘
For RARE/freeRtr JEDI developer wanabee: rare-dev@Ilists.geant.org

For RARE/freeRtr supporters W @rare_freerouter h

ock s IRC@DNA42 #freertr o~

32 www.geant.org
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YAl  freeRtr core: sources.nop.hu/src/

intel)

BAREFCOT

TOFINO ASIC: sources.nop.hu/misc/p4bf/

P4Lang bmv2: sources.nop.hu/misc/p4lang/

H_ CPDUMP: 1o,  pdemu: sources.nop.hu/misc/native/p4d*

/@) DPDK p4dpk: sources.nop.hu/misc/native/p4*

Breaking news !

A RARE/freeRtr NOS has been developed
And ... We are allowed to distribute it !

33
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Looking ahead: Finalize transition to production

Join the RARE project !

34

Extend HCL:
new TOFINO based hardware support
new DPDK release

N'ew target: N
(inteD TOFINO2 ~—
<4 DPU SN
ZAHIDN] (&) smartnic A -
e N
New idea: &
Polka

‘
P42VPP
TAP4S ELTE

Leverage ';:/- Nix paradigm

www.geant.org
And more ...



Last word: Worldwide End to end dynamic path ?

@DPDK

kubernetes + FPEE'FW'-

Workers node
As a CNI plugin

Upstream Service Provider
Providing inter-DCI

Virtual gateway I nte r- D C I

‘ End to end LSP !

i Spine

: Leaf

! ToR

www.geant.org
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GEANT

Networks « Services « People

Thank you

Any questions?

www.geant.org
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