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Motivation

* SSH Key Management

* Risks of untracked and unmanaged SSH
Keys

* 90% of keys are no longer used [1]
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Goals

* High-Level: Integrate OIDC with SSH (client-side) under Windows
* Port oidc-agent to Windows
* Integrate oidc-agent into SSH client Putty
e Extend putty for access token based authentication

OpeniD
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High-Level Architecture

e oidc-agent VS. ssh-agent

2. 0IDC
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oidc-agent

e Command-line tools

e oidc-agent
e oidc-gen
e oidc-add
e oidc-token

e Available for Linux and MacOS
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https://github.com/indigo-dc/oidc-agent

Possibilities to port oidc-agent

© * Windows Subsystem for Linux 2
* No changes to source code
* Not user-friendly

© ° Build natively Hlibsodium
* Rewrite platform-dependent code (IPC, pthreads, etc)
@ + POSIX emulation layer — Cygwin, MSYS

* Moderate changes to source code
e Semi-native approach

Libmicrohttpd 10

C .
SYs
[11] [12]
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Build oidc-agent with MSYS2

* Source code modifications
e Using compiler directives
e Excluded functionalities
* Implemented registry connector
e Adapted building procedures

e Build with ,make’
e Same codebase
 Produces .exe binaries

(55 oidc-add
(55 oidc-agent
[ cidc-gen
(85 oide-token

* Build&Installation script
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oidc-agent on Windows

e Github
e https://github.com/indigo-dc/oidc-agent/tree/windows

Demo
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https://github.com/indigo-dc/oidc-agent/tree/windows

oidc-agent on Windows

M

~/o1dc-agent
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liboidc-agent API

e Static/dynamic library e

e Unix Domain Sockets oty T

e Requires compatibility layer! B e (E’ =)
* Goal: compile API library natively e

POSIX PUTTY
Emulation

K Layer /
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Native liboidc-agent API library

* Reimplemented IPC using winsock

* Talk directly with emulated sockets
 Authentication handshake

 Compiled using mingw-w64 (MSYS2 or cross-compile on Linux)

</>
API

POSIX PUTTY

Emulation

\\\ Layer ///
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Native liboidc-agent API library

 Originally only for oidc-token
e Refactored & extended for other tools

* Following endpoints available:
e getAccessToken
» getAccessTokenForlssuer
e getLoadedAccountsList
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Putty

* Client for SSH, Telnet, ...
e Putty, Plink, PSFTP, PSCP
 Originally written for Windows

e Supports authentication:
* no-auth

password

public key

Gssapi

keyboard-interactive

... OIDC access tokens

19
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OIDC Based Authentication

* Server: |
* SSH server with pam-ssh-oidc

Management

* Mapping daemon motley cue

1. Retrieve access token
2. Deploy local account/get username

3. Input access token when prompted
* Subtype of keyboard-interactive auth
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@ PuTTY Cenfiguration >

OIDC Based Authentication

- Keyboard ~ Options cortroling OpenlD Connect based authentication
- Bell
... Features Attempt authentication using cidc-agent (S5H-2 anly)
- Windaow (Please remember to run cidc-agent and load all needed
o configurations using ocidc-add)
° A I b I f . Appearance
Va I a e O r . - Behaviour OpenlD configuration: | google w

- Translation

° +- Selection motley_cue parameters

P u tty i Colours Host Mame {or IP address) Port
. —|- Connection | | |
® -
P | l n k Data (Fill in these fields onby if motley_cue host and port

grg:l!" should be different from ssh host and port)

¢ P S FT P T o Kex Remote usemame: | |

- Host keys (Specify the remote usemame only i you do not want
® P S C P gi:er putty to obtain it from motley_cue)
. . . - GSSAP]
* Built using mingw-w64 -
. . %11 W
* Windows (MSYS2 — mingw32) < >

. . Abo Open Cancel
* Cross-compile on Linux : o]

gle -mc-host ssh-oidc-demo.data.kit.edu ssh-oidc-demo.data.kit.edu

"Om Server

ve prompts fr
B5510m.

. Press Return to begin se
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OIDC Based Authentication

* Git:
* https://git.scc.kit.edu/m-team/putty/-/tree/oidc-support

Demo
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https://git.scc.kit.edu/m-team/putty/-/tree/oidc-support
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Outlook

* Provide installer for oidc-agent
e Better user-experience

 Build liboidc-agent.lib for Windows environment (MSVC) m

* Provide OIDC support for Putty under supported compilers

* Clang
* MSVC
* LCC

* Discuss and publish putty extension
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Summary

* All requirements satisfied
e oidc-agent runs on Windows

liboidc-agent works on Windows

Putty supports authentication with access tokens for SSH

Requirements

* oidc-agent obtains/manages access tokens on Windows
* poidc-agent must be easy-to-install on Windows

* oidc-agent runs as a daemon (Windows Service)
providing an API

* putty allows to select between ssh-keys and oidc-tokens
(pageant VS. oidc-agent)

* putty supports authentication&authorization with oidc-
tokens against supported ssh-server

* putty obtains valid access tokens from ocidc-agent
* putty provides a simple GUI for oidc-gen

6
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GEANT

Networks « Services « People

Thank you

Any questions?
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