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Security Operations: What do we have 
and what do we need?
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à delving into Threat Intelligence
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• Initial platform: MISP
• Extensive list of default feeds
• Add others as we go along

• Integrate (share) with other instances
• We need: participants J (please)

Intelligence sharing and threat analysis

2 |



www.geant.orgwww.geant.org

https://www.misp-project.org/
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• FIRST
• https://www.first.org/global/sigs/information-sharing/misp

• CIRCL
• https://circl.lu/services/misp-malware-information-sharing-

platform/
• WLCG Academic MISP instance
• Previous SIG-ISM presentations J
• https://wlcg-soc-wg-doc.web.cern.ch/misp/sync.html

• NRENs
• Global partnership: JISC, AARNet, CanSSOC, OmniSOC, REN-

ISAC…

Integration / Sharing IOCs
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Global partnership
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• https://www.jisc.ac.uk/news/new-global-partnership-
helps-education-sector-defend-against-cyber-attacks-25-
may-2021
• https://news.aarnet.edu.au/new-global-partnership-

helps-education-sector-defend-against-cyber-attacks/
• https://canssoc.ca/2021/05/25/new-global-partnership-

helps-education-sector-defend-against-cyber-attacks/
• https://itnews.iu.edu/articles/2021/Global-

collaboration-in-the-face-of-a-gobal-threat-.php
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• Flow data analysis / IOCs
• SOCTools
• https://gitlab.geant.org/gn4-3-wp8-t3.1-soc/soctools
• “SOCTools is a collection of tools for collecting, enriching and 

analysing logs and other security data, threat information sharing 
and incident handling. ”
• à MISP for enrichment

• Reports from the likes of Shadowserver, Team Cymru, etc.
• https://www.shadowserver.org/what-we-do/network-reporting/
• https://team-cymru.com/community-services/csirt-ap/

• Ideas?

What about?
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Users please J
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Thank you

www.geant.org

Any questions?
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