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SCI V2- Security for Collaborating

that security patches are applied to operating systems, application
j/j,/;/%ﬁ" ely manner, and that patch application is recorded and

//}/%0 riate contacts.

anage vulnerabilities (including reporting and disclosure) in any software
-' j;%,,é in the infrastructure. This process must be sufficiently dynamic to

 threat environments.

bly a little more including good practice for selecting software for deployment,
gnd what software providers (in particular where our collaborators write software)
0
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https://wise-community.org/wp-content/uploads/2017/05/WISE-SCI-V2.0.pdf
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00 practice in order to minimize the risk of
 to software vulnerabilities in collaborating
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Main areas for reducing software Sy -
vulnerabilities WISE

/a practice for those who write

i
/in house software

nen selecting e.g. commercial software
.

A

ties found/reported

b

‘or exposed vulnerabilities

:/’ of handling software vulnerabilities?
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Handling Software Vulnerabilities wiSE
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rabilities relevant to the infrastructure,

- if appropriate

: = {%/’;./’, N

s predecessors have been doing this for around 15

Linda Cornwall 26 Oct 2021 5



Software selection - examples of what to
consider

ly commercial) providers?

,/ ate with who write software used on or
/// re?

// curlty maintenance? How long will it remain so?
,,; ast release?

| ear ocedure for reporting software vulnerabilities to the
developers?

» How are software vulnerabilities announced?
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Why a WISE working group on handling
Software Vulnerabllltles?

any infrastructures so WISE is a good

nfrastructures, sites and services on how to
to minimize exposure

ces | arious places, including EOSC, would be good
W document defining best practice

DO a// that services advertised are as secure as possible, want
d reputational damage
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Start with Vulnerability handling WiSE
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500d practice for Software

ther things we can later
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// bility Handling working group

bility working group. Then it could get
we wish to avoiding getting them into

P ' Software Vulnerabilities working group

ulnerability Handling working group.

" 4 g
WG Software Vulnerability Handing working group - maybe

.

BPSVH - WG maybe not
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Discussion WISE
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ew WISE working Group -
lnerablllty Handling?

ude monitoring?

to handling vulnerabilities, or to be
mgs like software selection?

srested in taking part?
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