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CEANT) The Idea
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-+ Wi-Fi sensing (people T Tal T T TTTT .7 ]
localization in particular) is
very intrusive

— CSI carries a lot of
information that can be
retrieved / fingerprinted

— ML and Al are normally
used to perform the
analysis
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G'ADNTQ The Idea

« Counter sensing without hampering communications
— Do it by randomly pre-distorting (obfuscate) the transmitted signal

Without Obfuscator With Obfuscator
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G'CANT< ) The Implementation

* Modify openwifi! to include the
predistortion

— Both kernel driver and FPGA

1 https://github.com/open-sdr/openwifi
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https://github.com/open-sdr/openwifi
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G %TQ The Results

» Good obfuscation

63%  76% 72% 659%
*  Localization is not always perfect | 05 oo
e to the use ot 2ot oy
es
due to the use of 20MHz only
L 66% 69% 69% 64%
- Apart from one case obfuscation is
. 7% 7% 21% 19%
effective - a random guess returns
12.5% accuracy
99% 89% 99% 96%
80%  37% 55% 46%
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ADNTQ The Results
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