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1000s of 
cloud 

services
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The general cloud services challenge

Make a (group) of services accessible to HE&R in a compliant way, within reasonable time,
playing nicely with existing services, infrastructure and data

Organisation

responsibility

consumption

=
Friction

friction 
reducer
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• Aggregating demand, joining forces
• Do together that which is hard to do alone (e.g. concessions from big providers)

• Do  once, use many times
• Activities that are repeated by most NRENs and/or HE&R institutions
• Save massive effort at community scale: 5 hours of work saved 5.000 times = 25 FTE saved

• Scope: cloud services
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GEANT cloud activity - goal
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Objectives Conclusions Q&AChallenges Achievements

Completed a pan-European tender for IaaS solutions: 
20 services available

Co-organised a second tender, for videoconferencing: 
3 services available

Created a first version of a delivery ecosystem:
Service management operations 
Channel outreach to the community, 
supporting 26 NRENs

Thus, establishing a Digital Single Market 
of cloud services, for the European Research and 
Education Community

Key achievements and KPI status of JRA4
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





KPI 2: Support 15 NRENs 
Status: Supporting 26 NRENs

KPI 1: Make 25 services available
Status: 23 services available
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Objectives Conclusions Q&AChallenges Achievements

• IaaS framework agreement
• Update DPR clauses: make contract GDPR compliant

• Educational quotations and improved T&Cs
• Standard contractual clauses (G18)
• Bolt on to supplier’s T&C
• Has GDPR clauses

• GDPR compliance assessment accelerator

GDPR related work in cloud activity
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General Data Protection Regulation

1. Institution’s use of service X must be GDPR 
compliant

2. Institution must set internal 
data protection processes.

3. Institution must ensure it’s use of services 
provided by service providers is compliant

4. 25 May is only the end of the beginning
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GDPR compliance assessment accelerator

Institution (data controller) must assess
contractual relationship and risk associated
with service providers (data processors)

Institution is always responsible,

but the process can be easier, faster, cheaper
to make the institution’s use of a service 

GDPR compliant.
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GDPR compliance assessment accelerator

Proposed shared materials (license: CC-BY-NC)

1. Contract clause map – find your GDPR way in contract spaghetti

2. Risk map – assist in risk discovery

Future:

3. Data processor agreement template

4. Single channel to provider – distribution updated security audit reports

– central point to aggregate common questions
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GDPR compliance accelerator

Sharing network - done ONCE, use by MANY:

• Some NRENs / Géant can produce reusable materials 
to assist GDPR compliance assessments

• NRENs can facilitate distribution of the compliance 
assessment accelerating materials to their 
community

• Institutions can adopt the materials in their GDPR 
compliance assessment process on par with other 
external documentation

NREN
Producers

NREN
Facilitators

Adopters
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GEANT 
GDPR 

accelerator
network

10

GDPR compliance assessment accelerator

consumer

Compliance 
assessment 
acceleration 
material consumer

producer

producer

rules
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Example contractual clauses map

• Live document in .no

• www.uninett.no/slack
“avtale speil”

• Institutions report 
back the documents 
are useful

• NL has similar
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http://www.uninett.no/slack
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Example risk discovery map
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• Live document in .no

• www.uninett.no/slack
(RoS mal)

• Institutions report 
back the documents 
are useful

http://www.uninett.no/slack
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Institution’s GDPR compliance assessment – based on material
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Provider’s Security audit 
report 

GDPR accelerator
Risk map

GDPR accelerator
Contract clauses map

General information about 
supplier Institution’s 

risk 
assessment 
for use of 
specific 
service

Institution’s 
understanding 

of risk and 
GDPR 

compliance 
level
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Early feedback from NRENs

• Can be used as benchmark by institutions

• Share risk assessment result and use as benchmark against other institutions: how big a risk does 
instution X feel a risk element is

• A review and feedback mechanism would be good

• Build community with multiple producers!

• Good idea!

14



Networks ∙ Services ∙ People           www.geant.org

GDPR compliance assessment accelerator: summary

• Toolset to help institutions use less time on assessing GDPR compliance with cloud service use
• Contract clause map
• Risk map

• Main benefits:
• Save time/money/resources
• Shorten time-to-market for new services
• Help institution to  scale GDPR compliance efforts for cloud services

• Mechanisms in use for years in NL and NO

• Sharing network to let those who produce share their results with those who can consume

• Once done, apply to set of common services used in EU HE&R

• Future: on-demand
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Public PoC

• UNINETT will work on list of services until summer:
• Google G Suite, Socio, Prezi, Slack, Plot.ly, Kahoot, Piazza, Asana, Autorea, Overleaf

• PoC:  put contract clause and risk discovery maps from UNINETT in archive & make available
through cloud service delivery managers @ NRENs

• Other elements in archive:
• methodology document (risk assessment guide for cloud services)
• Explanatory text
• Explanatory podcast

• Start in March

• Add services as they become available

• Interested?
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